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Introduction Technical spport staff, security administrators, system adshiators, an

others may have Information Resource physicalifgclccess requirements
part of their function. The granting, controllirajyd monitoring of the physic
access to Information Resoaecfacilities is extremely important to an ove
security program.

Pur pose The purpose of the TSSWCB Physical Access Pasicp establish the rul
for the granting, control, monitoring, and remowal physical access
Information Resource facilities.

Audience The TSSWCBPhysical Access Policy applies to all individualghin the
TSSWCB's enterprise that are responsitole the installation and support
Information Resources, individuals charged withofnfation Resourc
Security, and data owners.

Definitions Information Resources (IR): any and all computer printouts, online dis|
devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving email, browsing Véiiles, or otherwis
capable of receiving, storing, managing, or tramémg electronic dai
including, but not limited to, mainframes, servegersonal compute
notebook computers, hamaid computers, personal digital assistant (P
pagers, distributed processing systems, networkclatd and compu
controlled medical andaboratory equipment (i.e. embedded technol
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Additigndl is the procedure
equipment, facilities, software, and data thatdgesigned, bli, operated, ar
maintained to create, collect, record, processtestmetrieve, display, a
transmit information.

Information Services (1S): The name of the agency department responsible
for computers, networking and data management.
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All physical security systems must comply with atiplicable regulatiol
such as, but not limited to, building codes ané firevention codes.

Physical access to all Information Resources mtsttifacilities must t
managed.

All' IR facilities must be physically protected imgportion to the criticalit
or importance of their function at the TSSWCB.

Access to Information Resources facilities must dranted only t
TSSWCB support personnel, and contractors, wholsergaponibilities
require access to that facility.

The process for granting access to Information Ress facilities mu
include the approval of the person responsible¢Herfacility.

Requests for access must come from the applicZBBMCTB data/syste!
owner.

Access cards and/or keys must not be shared ceddarothers.

Access cards and/or keys that are no longer rejuimest be returned
the person responsible for the Information Resaufaeility. Cards mu
not be reallocated to another individual bypas#imgreturn process.

Lost or stolen access cards and/or keys must bartegpto the perse
responsible for the Information Resources facility.

Cards and/or keys must not have identifying infdiama other than
return mail address.

A service charge may be assessed for access catfis keys that are o
stolen or are not returned.

The person responsible for the Information Resaufaeility must remov
the card and/or key access rights of individuads thange roles withitihe
TSSWCB or are separated from their relationship tie TSSWCB

Visitors must be escorted in card/key access chedroareas ¢
Information Resources facilities.

The person responsible for the Information Resaufaeility must revie
card and/okey access rights for the facility on a periodisis and remo
access for individuals that no longer require agces
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Disciplinary Actions Violation of this policy may result in disciplinargction which may incluel

Supporting
Infor mation

Reference#
1

2
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termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultaditamissal for interns al
volunteers; or suspension or expulsion in the edsg student. Additionall
individuals are subject to loss of TSSWaBformation Resources acc
privileges, civil, and criminal prosecution.

This Security Policy is supported by the following Security Policy
Standards

Policy Standard detail

IR Security controls must not be bypassed or dézhbl

Security awareness of personnel must be contingaliphasized, reinforce
updated and validated.

All personnel are responsible for managing theér oSIR and are accounta
for their actiongrelating to IR security. Personnel are also eguaisponsibl
for reporting any suspected or confirmed violatiarfs this policy to th
appropriate management.

Passwords, Personal Identification Numbers JPIRecurity Tokens (i.
Smartcard), and other computer systems securitgepioges and devices sl
be protected by the individual user from use bydisclosure to, any oth
individual or organization. All security violationshall be reported to t
custodian or owner department management.
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Supporting This Security Policy is supported by the following Security Policy

Information, Standards

continued

Reference # Policy Standard detail

5 Access to, change to, and use of IR must be stsetured. Information acct
authority for each user must be reviewed on a ezdudsis, as well as each
status change such as: a transfer, promotion, demobdr termination ¢
service.

8 All computer software programs, applications, source camlgect code
documentation and data shall be guarded and peotems if it were sta
property.

9 On termination of the relationship with the agensers must surrender
property and IR managed byetlagency. All security policies for IR apply
and remain in force in the event of a terminatelti@nship until suc
surrender is made. Further, this policy survivestdmminated relationship.

16 Custodian departments must provide adequate aamssls in order t
monitor systems to protect data and programs frasuse in accordance w
the needs defined by owner departments. Accessheystoperly documente
authorized and controlled.

19 IR computer systems and/or associated equipmermt faseagency busine
that is conducted and managed outside of agendyot@nust meet contractt
requirements and be subject to monitoring.

References Copyright Act of 1976
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Foreign Corrupt Practices Act of 1977

Computer Fraud and Abuse Act of 1986

Computer Security Act of 1987

The Health Insurance Portability and Accountabiitt of 1996 (HIPAA)
The State of Texas Information Act

Texas Government Code, Section 441

Texas Administrative Code, Chapter 202

IRM Act, 2054.075(b)

The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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